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ONTUMU3ALINA MOLEJIEN
MALIVNHHOIO ObYYEHWA

HJIA 2OQEKTVBHOIO
[TIPEJJOTBPALEHUA KNBEPATAK
B CUCTEMAX ObHAPYXKEHWUA
CETEBbIX BTOPXKEHNN'

B daHHoU cmamee paccmampusaemca onmumu3ayus mooeseli MauwuHHo20 0byyeHUA
(ML), npedHa3zHay4eHHbIx 014 y/ydwieHus npedomepauwieHus kubepamak 8 cucmemax obHa-
pyXeHusA cemesbix 8mopxeHull. B uccnedosaHuu 0esiaemca ynop HA noswleHue npou3eo-
oumesibHOCMU U Ha0eXXHOCMU 3mux Mmooesieli nymem moy4HoU HACMpoUKU ux 2unepnapame-
mpo8 ¢ Ucnosib308aHuUeM nepedosbix Memoodos8 oNMUMU3ayuUU. MIcnosib3ys WuUpoKo useecm-
HbIl Habop 0aHHblx CIC-IDS-2018, npogedeHucuepnsigarouiuli cpasHUMes bHbIl aHAIU3 pas-
JIUYHbIX AsI20pUMMO8 KIAccugukauuu, 8ko4as 0epesbs NPpUHAMUS pelueHUl, mMemoosl
ONOPHbIX BEKMOPOB, 102UCMUYECKYIO pe2peccuto U npoo08uHymeble 2pynnossle N0OXo0bl, ma-
Kue Kak ciydatiHsle 1eca u 2padueHmHeilt 6ycmure. SMnupuyeckue OGHHble caudemesibcmay-
fom o cywecmaeHHOM No8bluIeHUU Npou38ooumeieHocmu 671a200apa onmMuMU3UpOBAHHbIM
KOH(bu2ypayuam, ocobeHHO Npu 8bliABJIEHUU C/TOXHbIX Kubepyzpo3. BaxHeliwue nokazamenu
OUeHKU, makue Kak nokazamess F1, npasunbHocme, NOIHOMA, U MOYHOCMb, NOOMBEPXO0d-
fom npesocxo0cmeo onMUMU3UPOBAHHbIX Modeneli ML 8 3aujume XU3HEHHO 8AXHbIX UH-
hpacmpykmyp om mekyuux kubepyzpos.

Knrouesnle cnoea: kubepbezonacHocme, UHHOPMAUUOHHAS 6€30NacHOCMb, MAUWUHHOE
obyyeHue, anzopummsl Knaccugukayuu.

' ViccnepoBaHue noaaepkaHo rpaHTom Poccuiickoro HayuHoro ¢poHaa (mpoekt No 22-71-10095-T).
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OPTIMIZING MACHINE LEARNING
MODELS FOR EFFICIENT
PREVENTION OF CYBER ATTACKS
IN NETWORK INTRUSION
DETECTION SYSTEMS

This paper explores the optimization of machine learning (ML) models designed to improve
cyber-attack prevention in network intrusion detection systems. The study emphasizes improv-
ing the performance and reliability of these models by fine-tuning their hyperparameters using
advanced optimization techniques. Using the widely recognized CIC-IDS-2018 dataset, we con-
ducted an exhaustive comparative analysis of various classification algorithms, including deci-
sion trees, support vector machines, logistic regression, and advanced ensemble approaches
such as random forests and gradient boosting. Empirical evidence demonstrates substantial
performance improvements from optimized configurations, especially in identifying complex
and emerging cyber threats. Critical evaluation metrics, such as F1-score, accuracy, recall, and
precision, confirm the superiority of optimized ML models in protecting vital infrastructures

against ongoing cyber risks.

Keywords: cybersecurity, information security, machine learning, classification algorithms.

Introduction

In today’s digital age, cyberthreats pose un-
precedented challenges to organizations. At-
tackers are employing increasingly sophisticat-
ed strategies that render conventional protec-
tion measures inadequate [1]. Consequently,
there is a growing need for intelligent systems
capable of processing large volumes of network
traffic to detect anomalous behavior and pre-
dict potential breaches [2-3].

Machine learning is emerging as a powerful
tool for improving cyberdefenses. Advanced al-
gorithms can uncover hidden patterns in user
activity and network events, identifying devia-
tions that indicate possible attacks. By leveraging
state-of-the-art methodologies, organizations
can proactively respond to new forms of cyber-
assaults, strengthening their defenses [4, 5].

This study aims to evaluate the efficacy of
different machine learning models in detecting
network intrusions. Using the CIC-IDS-2018 da-
taset, we compare common classification tech-
niques and introduce an automated procedure
for periodically retrainingthe model's knowl-
edge base with new data. Through rigorous

testing and systematic analysis, we will deter-
mine the most effective solution for cyber-at-
tack prevention [6].

Related works

Numerous studies have examined machine
learning-driven approaches to improve cyber-
security [7-9]. Earlier studies primarily focused
on basic algorithms,such as linear analysis and
artificial neural networks [10]. However, current
trends favor more advanced techniques such as
random forests, gradient boosting, and deep
learning architectures. These methods provide
greater precision and robustness, offering im-
proved insights into complex attack patterns
[11-12].

Data preprocessing is pivotal to the success
of any machine learning endeavor. Researchers
emphasize the importance of cleansing, nor-
malizing, and removing anomalies prior to mod-
eling. Studies show that proper preprocessing
substantially improves the predictive power of
classification models [13].

Supervised learning dominates the field of
cyberattack detection since labeled datasets al-
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low for the precise identification of known at-
tack types. Cross-validation is frequently em-
ployed to reliably assess model performance.
For instance, kk-fold cross-validation minimizes
bias by repeatedly dividing the dataset into
training and testing folds, offering a compre-
hensive evaluation framework [14].

In article [15], the authors propose an ap-
proach thatcombines cross-validation with t-
SNE visualization and applies it to four well-
known datasets: UNSW-NB15, CIC-CSE-IDS2018,
BoT-loT, and ToN-IoT. The results highlight that
high accuracy achieved on one dataset often
fails to transfer effectively to the others due to
varying class distributions. Additionally, gener-
alization capability differs between benign and
malicious traffic classes. Therefore, it is essential
to carefully select training data that match data-
set classes with real-world traffic profiles. While
merging datasets could increase diversity, thor-
ough validation is required prior to practical im-
plementation.

Work [16] evaluated 15 machine learning al-
gorithms for both binary and multi-class classifi-
cation tasks focused on loT traffic conditions.
Performance was assessed based on temporal
and spatial dimensions. The conclusion recom-
mends using nonlinear algorithms, particularly
tree-based ones, to train or retrain models
aimed at detecting malicious network traffic in
loT intrusion detection systems.

Finally, maintaining models becomes vital
in dynamic environments where attack signa-
tures evolve rapidly. Techniques such as “on-de-
mand retraining” allow for continuous updates,
ensuring that the defensive systems are updat-
ed with the latest threats [17-18].

Methods and data
CIC-IDS-2018 Dataset

The CIC-IDS-2018 Dataset (Canadian Insti-
tute for Cybersecurit y Intrusion Detection Sys-
tem Dataset) is a widely recognized benchmark
dataset specifically designed to evaluate intru-
sion detection systems (IDSs) and advanced net-
work security mechanisms. Developed by re-
searchers at the University of New Brunswick’s
Centre for Cyber Security Research, this dataset
contains a comprehensive collection of both le-
gitimate and malicious network traffic traces
[19].

It contains detailed logs of network activi-
ties captured during controlled experiments

that simulate various types of cyberattacks.
These include brute force attacks, denial-of-ser-
vice (DoS/DDoS), botnet activity, SQL injection
attempts, cross-site scripting (XSS), port scans,
and others. In addition to these anomalous be-
haviors, the dataset also captures regular user
behavior (benign traffic), making it well-bal-
anced for building and validating machine-
learning-driven intrusion detection systems
[20].

Each record in the dataset represents an in-
dividual flow between network endpoints and
includes numerous features extracted from
each flow, such as flow duration, inter-packet ar-
rival times, packet count, bytes transferred, TCP/
IP flags, source and destination IP addresses,
ports, protocols, etc. All entries are structured in
tabular form, facilitating easy integration with
popular tools and libraries such as Pandas and
Scikit-Learn [21].

Additionally, it can be employed for feature
engineering tasks aimed at extracting discrimi-
natory characteristics indicative of potential at-
tacks.By offering a balanced mix of benign and
malicious samples, alongside granularity in fea-
ture representation, the CIC-IDS-2018 dataset
remains indispensable for anyone aiming to un-
derstand, simulate, or defend against sophisti-
cated cyber assaults.

Data Preprocessing

The original dataset, obtained from the CIC-
IDS-2018 repository, contained incomplete and
noisy entries. Several steps were taken to pre-
pare the data for modeling:

First, duplicates were removed to eliminate
redundancy. Next, timestamps were converted
into numerical representations, to facilitate
time-series analyses. Missing values were filled
using column medians, mitigating the impact of
gaps in the data. Finally, feature scaling normal-
ized the dataset, reducing disparities caused by
varying attribute magnitudes.

After preprocessing, the cleaned dataset
(base_preprocessed.csv) was ready for subse-
quent modeling tasks.

Data Partitioning

Proper data separation is crucial for success-
ful machine learning because it affects the qual-
ity of model evaluation and its ability to general-
ize knowledge to new data. This study used a
standard approach to divide the dataset into
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three parts:80% of the initial dataset constituted
the training data, which was essential for direct-
ly training the model and adjusting its internal
parameters. The remaining 20% was distributed
as follows: 10% formed the validation set, which
was used for training hyperparameters and in-
termediate evaluation of model quality, thereby
avoiding overfitting.Another 10% composed
the test set, deliberately isolated from the train-
ing process and reserved exclusively for the final
check of the model's operational readiness in
real-life conditions. Additionally, target labels
were separately extracted and recorded for each
of the three subsets, stored in the files y_train_
val.csv, y_valid.csv, and y_test.csv, ensuring a
clear distinction between features and target
variables. This division allowed for a reliable as-
sessment of the model's quality and verified its
ability to make accurate predictions on previ-
ously unseen data.

Model Evaluation and Selection

Multiple classification algorithms were test-
ed systematically:

Logistic Regression is a fundamental classifi-
cation technique that employs a linear combi-
nation of features passed through a sigmoid
function to estimate the probability of an obser-
vation belonging to one of two classes (e.g., at-
tack or no attack). A hypothesis is defined as fol-
lows:

Z =Wy + W1Xq + Wy X, + W3X3 + *tY #(1)

the resulting probability is calculated using the
sigmoid function:

p(y =1lx) = #(2)

1+ e72’
transforming the linear combination into a
probability score ranging from 0 to 1. Objects
are assigned to class 1 if their probability
exceeds 0.5. Despite its simplicity and
computational efficiency, logistic regression
struggles with non-linear problems and
performs poorly on high-dimensional datasets.
Nevertheless, it serves as a baseline for
comparison and demonstrates interpretability
in its coefficients, allowing easy understanding
of feature influence on classification outcomes
[22-23].

Support Vector Machines (SVM) is a powerful
classification method aimed at finding an opti-
mal hyperplane that separates two classes with

maximum margin—the largest possible gap be-
tween the closest points (support vectors) of
opposing classes. The boundary is described by
the equation as follows:
wix+b=0, #(3)
where w denotes the weight vector
perpendicular to the hyperplane, and 4 is the
offset along the axis. The distance from the

boundary to the nearest point (a support vector)
is calculated as follows:

[wTx + b|

_ #(4)
|Iwl]

For non-linear problems, SVM projects data
into a higher-dimensional space using special
functions called kernels (common choices in-
clude linear, radial basis function (RBF), and
polynomial kernels). Although SVM delivers ex-
cellent separation quality even with small num-
bers of features and possesses strong general-
ization abilities, it requires careful selection of
the kernel type and regularization parameters,
and its computational demand increases with
larger datasets [24].

Naive Bayes is a quick and computationally
efficient classification algorithm based on Bayes'
theorem and the simplifying assumption that
features are statistically independent. The pos-
terior probability of assigning an object to a par-
ticular class C, is calculated as follows:

P(chK) ’ P(CK)
P(X)

P(CxlX) = , #(5)

where (X|Cx) , the likelihood of observing
features X given class Cy, is approximated as the
product of individual feature probabilities under
the naive independence assumption. This
approach greatly reduces computational
complexity, making Naive Bayes particularly
suitable for tasks involving many features. Its
advantages include speed and low memory
usage, but it suffers from limitations when
features exhibit dependencies or correlations,
potentially degrading its performance [25].
Decision Trees are simple and intuitively un-
derstandable classification models that con-
struct hierarchical branching structures to guide
decision-making processes. They recursively
split data by selecting the best features for parti-
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tioning, creating nodes representing logical
checks and leaf nodes symbolizing final class as-
signments. One major advantage lies in their
transparent nature, as the reasoning behind
predictions is easily traceable through the tree
structure. Decision trees effectively handle both
categorical and numerical data, aiming to mini-
mize impurity measures such as entropy or Gini
index during splits. However, they tend to suffer
from overfitting when grown too deeply, mean-
ing they may memorize training data rather
than generalizing well to new observations. De-
spite this limitation, decision trees remain in-
valuable in domains where interpretability and
visualization play a crucial role, such as diagnos-
tic systems or customer profiling [26].

Ensemble Methods (Random Forest, Gradient
Boosting) arepowerful predictors combining
weak learners into stronger ones, albeit requir-
ing greater computing capacity [27].Each algo-
rithm was tuned individually to maximize its
predictive performance.Ensemble methods sig-
nificantly enhance classification accuracy and
robustness by aggregating multiple weak learn-
ers into a collective model. Unlike standalone
decision trees, they are less prone to overfitting,
yielding reliable performance even on complex,
noisy, or heterogeneous datasets. However,
these methods come with increased computa-
tional costs and reduced interpretability com-
pared to single-tree models. Nonetheless, they
are widely preferred in classification and regres-
sion tasks where high accuracy and reliability
are paramount [18-30].

Random Forest builds an ensemble consist-
ing of numerous decision trees, each trained on
randomly sampled subsets of data and features.
Final predictions are made either by majority
voting (for classification) or averaging (for re-
gression). Suppose we haveN decision
treesT,,T>,..., Ty, each trained on a random sub-
sample of data and features. The prediction of
the random forest is formed as follows:

« For regression:

Yor = %Z?Ll T;(x). #(6)

« For classification, choose the class with
the highest number of votes:

N
Clx) = argce(c, ...c ) Max Z I(T;(x) = ¢){ #(7)
i=1

wherel(-) is an indicator function equal to 1 if the
condition holds, otherwise 0.

Gradient Boosting constructs a series of trees
sequentially, where each subsequent tree tries
to improve upon the errors of the previous ones.
The next element in the ensemble learns from
residuals (errors) produced by the preceding
tree, gradually refining the overall prediction to-
wards the correct output.Let us assume we have
a sequence of treesT),T5,...,Ty. The prediction of
gradient boosting is expressed as:

M
Yep = Z @, T (X), #(7)

m=1

where a,, controls the contribution of each tree
to the final outcome.

Explanation of Metrics

Metrics used here follow standard defini-
tions in binary classification:

Accuracy represents the proportion of cor-
rectly classified instances out of the total num-
ber of predictions.

True Positives + True Negatives

Accuracy =
Y Total Predictions

where True Positives are objects that truly belong
to class 1 and were correctly classified as such;
True Negatives are objects that truly belong to
class 0 and were correctly classified as such;
False Positives areobjects that were incorrectly
classified as class 1 (false alarm); False Negatives
are objects that were incorrectly classified as
class 0 (missed detections).This is a measure of
the overall correctness rate but doesnot reveal
details about error distribution.

Recall measures the fraction of actual posi-
tive examples correctly identified by the model.

True Positives
Recall =

True Positives + False Negatives

It refers tohow well the model captured the
positive examples. Having a high recall is impor-
tant, when finding all relevant positive cases is
crucial, like disease diagnosis,.

Precision calculates what portion of posi-
tively predicted objects actually belong to the
positive class.

METOAbI U CUCTEMbI 3ALUTBI UHOOPMALUU, UHOOPMALNOHHAA BE3OIMACHOCTb

55



Precisi True Positives #(10)
recision = ,
True Positives + False Positives

Of all the objects predicted as positive, it
may not be clear how many are really positive.
When misclassifying something as positive is
costly (such as false diagnoses), achieving high
precision is desirable.

F1-Score combines precision and recall into
a single metric, taking their harmonic meaning.
Thus, it balances both factors equally.

Recall X Precision
F1—Score= 2

. . #(1
Recall 4+ Precision

Values closer to 1 indicate better classifica-
tion performance. It is useful when you want to
balance both precision and recall, especially in
situations where neither should dominate (e.g.,
early-stage medical diagnostics).

These four metrics provide a comprehen-
sive evaluation of the classification model’s per-
formance. Combining their outputs provides in-
sight into strengths and weaknesses, helping to
select the best model depending on task-specif-
ic needs [31]. Given these trade-offs, ensemble
methods are the preferred choice for real-world
intrusion detection tasks.

Results
Several classification algorithms were thor-
oughly tested, including Logistic Regression,
Support Vector Machines (SVM), Naive Bayes,

Decision Trees, and ensemble methods such as
Random Forest and Gradient Boosting. Logistic
Regression,for example, yielded training accura-
cies ranging from 0.902672 to
0.9998309005344181, whereas Decision Trees
scored perfectly (1.0) every time. Notably, en-
semble methods demonstrated remarkable sta-
bility and precision, achieving almost flawless
results across epochs. Similarly, SVM exhibited
nearly identical performance, highlighting its ef-
fectiveness in binary classification tasks.

Experiments confirmed the superiority of
ensemble methods over other classification
techniques. Specifically, Random forest and
Gradient boosting delivered near-perfect accu-
racy rates (close to 1.0), surpassing alternatives
such as Logistic regression and Decision trees.
Furthermore, incorporating cross-validation
into the evaluation process improved reliabili-
ty. With cross-validation, the model maintained
stable performance across multiple iterations,
minimizing the risk of overfitting.Table 1 sum-
marizes the results comparing performance
metrics.

After evaluating various machine learning
algorithms according to predefined criteria, the
results revealed that Random Forest and Gradi-
ent Boosting models outperformedother mod-
els. This outcome aligns with existing literature
that has previously discussed the strengths and
weaknesses of each algorithm. Specifically, Lo-
gistic Regression and Linear Support Vector Ma-
chines tend to perform better in binary classifi-
cation settings, however, intrusion detection in-

Table 1
Summarized results comparing performance metrics.
Algorithm A:;:T::cy ACIE::ICV Recall Precision F1-Score
Logistic Regression 0.99961 0.99959 0.9996 0.9996 0.9996
SVM 0.99991 0.99991 0.9999 0.9999 0.9999
Native Bayes 0.99997 0.99997 0.9999 0.9999 0.9999
Decision Tree 0.99999 0.99999 0.9999 0.9999 0.9999
Random Forest 0.99999 1.0 1.0 1.0 1.0
Gradient Boosting 1.0 0.99999 1.0 1.0 1.0
AdaBoost 0.99962 0.99965 0.9996 0.9996 0.9996
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Summarized Results
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Figure 1. Summary of the results

herently involves multi-class classification. Ad-
ditionally, theoretical expectations suggest that
Gaussian Naive Bayes would underperform in
real-world scenarios, a hypothesis that our find-
ings validate.

Our study confirms that Random Forest and
Gradient Boosting, when coupled with training
and grouping techniques, substantially improve
the handling of imbalanced datasets and the
prediction of cyberattacks. Across key metrics,
such as precision, recall, F1-score, and accuracy,
these models consistently outperformed alter-
native algorithms. Figure 1 illustrates a clear dis-
parity between Random Forest, Gradient Boost-
ing, and the remaining four models (including
Logistic Regression and AdaBoost). Despite rela-
tively high accuracy figures for certain models,
this metric alone cannot fully capture their over-
all effectiveness.

Discussion

The authors [32] propose a NIDS system that
uses machine learning to detect modern attack
types with a high detection rate. Several ML al-
gorithms were implemented and evaluated us-
ing a cutting-edge dataset containing modern
attacks. The results demonstrate that the Ran-
dom Forest model achieves superior perfor-
mance, with a detection rate of 97%. These re-
sults suggest that machine learning has signifi-
cant potential for creating highly effective NIDS
systems.

Researchers in [33] introduce IWHO-XG-
Boost—a novel machine learning-based intru-

sion detection system optimized with Intelli-
gent Wild Horse Algorithm. Trained on diverse
simulated network intrusion datasets, it com-
bines Z-score normalization and Kernel PCA for
preprocessing and feature extraction. Hyperpa-
rameter optimization enhances XGBoost's intru-
sion identification abilities. Evaluation metrics—
F1-score (98.42%), accuracy (98.45%), recall
(98.4%), and precision (98.38%)—demonstrate
superior detection performance compared to
conventional methods.

Our results confirm that ensemble methods
excel in cyber-intrusion detection. Their high ac-
curacy makes them ideal candidates for deploy-
ing scalable, resilient cyber-defense systems. In
contrast, simpler models struggle to match their
performance, underscoring the value of ensem-
bling weaker learners into robust classifiers. Per-
formance measures such as F1-score (100.0%),
accuracy (99.99%), recall (100.0%), and precision
(100.0%) clearly illustrate that the proposed
method significantly outperforms traditional
approaches in terms of intrusion detection effi-
ciency.

Cross-validation helped stabilize the evalua-
tion process, ensuring consistency across tests.
The automated training mechanism also played
a critical role in maintaining model relevance
despite shifting attack profiles.

However, caution must be exercised regard-
ing ensemble sizes and configurations. Overly
complex ensembles may lead to overfitting, ne-
cessitating vigilance in choosing appropriate
parameters.
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Conclusion

The present study has demonstrated the
significant advantages of using advanced ma-
chine learning algorithms, such as Random For-
est and Gradient Boosting,to identify cyber
threats. These methods offer superior perfor-
mance compared to traditional approaches by
effectively handling complex data distributions
and high-dimensional feature spaces common-
ly encountered in cybersecurity datasets.

A key innovation of this research is an auto-
mated training mechanism that enables the
model to dynamically adapt to emerging attack
vectors without requiring manual intervention
or reconfiguration. This ensures sustained effec-

tiveness over extended periods despite evolv-
ing adversarial strategies.

Future work may focus on exploring hybrid
architecturesthat combine multiple algorithmic
paradigms to enhance detection capabilities
further. Additionally, more comprehensive stud-
ies on feature engineering techniques are war-
ranted to refine input representations and maxi-
mize prediction accuracy. Investigating the pro-
cess of retrofitting the model with smallportions
of newdatainrealtime is also worthwhile.These
advancements will contribute significantly to
the development of robust and scalable solu-
tions that can effectively mitigate modern cyber
risks.
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